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1 Objetivo

Este manual tem como objetivo apoiar os clientes na utilizagdo do servigo de hosting de
email disponibilizado através da plataforma cPanel, fornecendo orientag¢des claras e
prdticas para a gestdo eficiente das contas de correio eletrénico.

Ao longo deste manual, o utilizador encontrard instru¢des passo a passo para aceder &
plataforma, criar e gerir contas de email, configurar caixas de correio em diferentes
dispositivos, bem como utilizar as principais funcionalidades associadas ao servigo.

O cPanel é uma plataforma de gestdo amplamente utilizada e reconhecida pela sua
fiabilidade, simplicidade e robustez, permitindo uma administra¢do centralizada e intuitiva
dos servigcos de email associados ao dominio do cliente. Este manual foi desenvolvido para
utilizadores com diferentes niveis de conhecimento técnico, pelo que ndo sdo necessdrios
conhecimentos avangados para executar as operagdes descritas.

Recomenda-se a leitura integral deste manual antes da utilizagdo do servigo, de forma a
garantir uma configuracgdo correta, segura e alinhada com as boas prdticas de utilizagdo

do correio eletrénico.

2 Acesso Plataforma

O acesso a plataforma cPanel permite a gestdo centralizada dos servicos associados ao
dominio, incluindo o servico de hosting de email. Através desta plataforma, o utilizador
pode criar e administrar contas de correio eletrénico, configurar encaminhamentos, definir

respostas automdticas, gerir seguranga e acompanhar a utilizagdo de recursos.

Como aceder ao Webmail.
O acesso ao webmail é efetuado através de um navegador de internet, utilizando o

endereco: https://hosting.artelecom.pt:2096

Credenciais de acesso
Para entrar na plataforma, o utilizador deverd introduzir:
¢ Nome de utilizador
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e Palavra-passe

Estas credenciais sdo fornecidas no momento da ativacdo do servico. Por motivos de
segurang¢a, recomenda-se a altera¢cdo da palavra-passe no primeiro acesso e a utilizagdo

de uma palavra-passe forte.

Recuperagdo de palavra-passe
Caso se esquega da palavra-passe, deverd utilizar a opgdo de recuperagdo disponivel no
ecrd de login ou contactar o suporte técnico, seguindo os procedimentos definidos pelo

prestador do servigo.

3 Configuragdo do MFA Contas Webmail

Este seccdo tem como objetivo ajudar a configurar o MFA para contas Webmail sem SSO
da Ar Telecom.

Efetuar login na plataforma, em: https://hosting.artelecom.pt:2096

A, toélecom

Email Address

Password

Reset Password

oR

Apds login, selecione Two-Factor Authentication
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Open your inbox
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m ‘Opan my inbox when | log in

Manage Your Inbox

Autoresponders

Are you going on vacatian? se this faature 1
configure your avigmated smas

Calendars and Contacts

Calendars and Contacts
Management

calendars or contact lists.

Edit Your Settings

Password & Security

Upddate your webmail password,

Grupo Aire

Y

Set up email on your device
Select the device you will use:

APPIEE (IPRONE®, 1P0D) v

Select the configurations that you would like to set up:

send

Email Filters

reate and manzge email fiters for your man
email account.

Calendars and Contacts
Configuration

Set up your calendar and contacts on any
device,

Contact Information

Set up 2 different emal address
account notificabons and password reset

Siga os passos abaixo:

Enter an email address that you can access from your device:

mail B Calendar & Contacts.

General Information

Email Address

Email User Analytics 1D

Forwarders

=

Auomatically send a copy of any Incoming
email from this emal sddress to anather]

Calendars and Contacts Sharing

Share calendars o contact lsts with other
users on this domain

Two-Factor Authentication g{ Account Preferences
8 o

ity measure that requires

2 ous Webrmall account sedtings.
twa forms of identification o log .

Two-Factor Authentication

Two-factor authentication (2F4) is an Improved securlty measure that requires two forms of identification: your password and a generated security code. When 2FA s enabled, an app on your smartphone supples a code you must enter with your passiword to log In.

Two-factor authentication is not configured for your account.

Set Up Two-Factor Authentication
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LWebmail

Two-Factor Authentication

To use two-factor authentication, you will need a

Step 1

Scan the following QR code with a two-factor authentication app on your phone.

Don't have a QR code reader?
Enter the following information to manually configure two-factor authentication in your app:
Account
C - — -
Key
nma
Step 2

Enter the security code generated by your two-factor authentication app.

Security Code

Configure Two-Factor Authentication

A configuracgdo esta concluida com sucesso.
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Two-Factor Authentication

Two-factor authentication (2FA)is an Improved securlty measure that requires two forms of identification: your passivord and a generated security code. When 2FA s enabled, an app on your smartphone supples a code you must enter with your passinord ta log In.

Two-factor authentication Is not configured for your account.

‘Set Up Two-Factor Authentication

4 Configuragdo do SSO Contas Webmail

Esta sec¢do tem como objetivo ajudar a configurar o SSO para contas Webmail. Este

capitulo sé é aplicavel para clientes que tém conta no portal de Clientes Ar Telecom.

Efetue o login na plataforma - https://hosting.artelecom.pt:2096

A, gerlecom

Email Address

Passward

Reset Password

oR
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Apds login, selecione Password & Security

Open your inbox
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m Open my inbox when | log in

Manage Your Inbox

@ Autoresponders V Email Filters
Are you geing on vacation? Use this feaure & Create and manage emailfiters for your man

canfigure your ausomated emalks emall account

Calendars and Contacts

Calenda nd Contacts

Manay

Configurat
50 o
de

a

Edit Your Settings

=] | .
1 webmail passwor. = setupadiffers

account notificatons and

Calendars and Contacts

( Contact Informati

Set up email on your device

Select the device you will use:

Apple® (IPhoned, (Pad® B

Enter an email address that you can access from your device:

Select the configurations that you would liks to set up:
@ email B calendar B Contacts

send

E; Forwarde|
Automatically sand a copy of any Incoming
email from this email address to anather,

Calendars and Contacts Sharing

wact lsts with athes

tor Authentication @1

urity measure that requires @
two forms of identification o log in

o resat

Selecione a op¢do de Link Account

Password & Security
Enter a new password for this account.

Change Password

New Password
Confirm New Password

Password Strength @

External Authentication

Very Weak (0/100)

You can link your account to eredentials at an external authentication provider. This reduces the number of passwords that you need to remember.

Service

General Information

Email Address

Email User Analytics 1D

nt Preferences

Change your Webrmall account settings.

Password Generator

[

Ird ser rederecionado para a pdgina de login do SSO, serd necessdrio fazer login com a

conta existente no Portal de Clientes.
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Sign in to your account

5 Configuragdo Webmail Cpanel

Esta sec¢do, tem como objetivo ajudar a configurar o contas webmail para outras

plataformas.

Para configurar o webmail, faga login na plataforma https://hosting.artelecom.pt:2096

A
telecom
Email Address
[ £ enteryour emailac
Password
B Enter your email password,
Login
Reset Password
OR
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Apds o login, selecionar a op¢do Automatically configure my device

QOpen your inbox Set up email on your device

Seiect tne gevice you will use:

e ———
ar
A, telecom | Grupo Aire
Sulact the configurations tha you would B tosetup:
EZ - oren myimbenmhen ogin

B il ECsiender B Contacts
Send

Manage Your Inbox

Fight Spam

N it
© rae

Sr BoxTrapper
Protect your b from e,

Escolher a Application que vai utilizar e escolher o protocol. Caso ndo vd usar nenhuma

destas apllications terd de fazer a configuragdo manual.

905 for " the

ermei eppicetion il requine speciic mfarmmetion sbout your emd sccount.

AR Dr 3PP AT,y O T2 U 10 MaRAB! SeTtings Infarmanon

Mail Client Automatic Configuration Scripts

o scrpes. Selecrne s

Agplication

Windows Live Maile @

105 far FnanePediPod and MarOSD Wailspad

Mail Client Manual Setti

appication wil ot shaw up 35 such an e server . -

toryour

Exemplo de configurag¢do no Outlook:
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o™ Outlook

Enderego de e-maii

tes ste.pt

Opgies avancadas ~

Permitir configurar manualmente a minha conta

Ligar

Mo tem uma conta? Crie um endereg

Exchange

3

Exchange 2013
ou anterior
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Ter aten¢do ao Servidor a Receber e enviar como as portas e respetivo Método de

encriptagdo.

IMAP Definicbes da Conta

|
Carreio a receber
Servidor

Método de encriptagao

Exigir o inicio de sessdo com Autenticagdo por Palavra-passe Segura
(SPA)

Carreio a enviar

Servidor

Método de encriptagao

Exigir o inicio de sessdo com Autenticagdo por Palavra-passe Segura
(SPA)
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6 Configuragdo Webmail Zimbra

Exemplo de configuragdo (Outlook) - POP

B Add Account

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information
four Name: aaai@it.artelecom.pt

Email Address: aaai@it.artelecom.pt

Server Information

Account Type: POIP3 o

Incoming mail server: pop.artelecom.pt
QOutgoing mail server [SMTP): smtp.artelecom.pt
Logon Information
User Wame: aaa@it.artelecom.pt
Password: xaxaxsxsl

Remember password

[ ] Require logon using Secure Password Authentication
[SPA)

Direitos reservados. Propriedade da Ar Telecom
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We recommend that you test your account to ensure that
the entries are correct.

Test Account Settings ..

Automatically test account settings when Mext
is clicked

Deliver new messages to:

(®) New Outlook Data File
O Existing Outlook Data File

Browse

More Settings ...

< Back Cancel Help
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[ Internet Email Settings ®

General Cutgoing Server  Advanced
My outgoing server [SMTF) requires authentication
@ Use same settings as my incoming mail server
O Log on using
dser Mame:
Passwoard:
Remember password

Require Secure Password Authentication [SPA)

O Log on to incoming mail server before sending mail

Cancel

.‘{3 Internet Email Settings et

General Outgoing Server Advanced

Server Port Mumbers

Incoming server (POP3): Use Defaults

|:|This server requires an encrypted connection [S5L/TLS)

Outgoing server [(SMTF):

Use the following type of encrypted connection: |Mone e

Server Timeouts
Short W@ Long 1 minute

Delivery

Leave a copy of messages on the server
Remove from server after | 14 < | days

|:| Remove from server when deleted from 'Deleted ltems’

OK Cancel
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Exemplo de configuragdo (Outlook) - POPS

B Add Account x

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings
Your Mame: M We recommend that you test your account to ensure that
) the entries are correct,
Email Address: aaa@it.artelecom.pt
Server Information
Test Account Settings ..
Account Type: POP3 o
: : | Automatically test account settings when Mext
Incoming mail server: pop.artelecom.pt is clicked v 9
Cutgoing mail server (SMTP): smtp.artelecom.pt Deliver new messages to:
Logon Information @ Mew Outlook Data File
User Name: aaa@it.artelecom.pt () Existing Outlook Data File
Passward: kA AR Browse

Eemember passwaord

|:| Require logon using Secure Password Authentication

SR
(5PA) Maore Settings ...
« Back Cancel Help
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(@ Internet Email Settings .

General Qutgoing Server  Advanced
My outgoing server [SMTF) requires authentication
@ Use same settings as my incoming mail server
ID Log on using
User Mame:
Pazswoard:

Remember password
Require Secure Password Authentication [SPA)

O Log on to incoming mail server before sending mail

Cancel

53 nternet Email Settings x

General Qutgoing Server Advanced

Server Port Numbers

Incoming server (POP3): Use Defaults

[+] This server requires an encrypted connection [SSLTLS)

Cutgoing server (SMTF):

Use the following type of encrypted connection: | Mone b

Server Timeouts
Short @ Long 1 minute

Delivery

Leave a copy of messages on the server
Remove from server after 14 2 days

|:| Remave from server when deleted from ‘Deleted ltems’

0K Cancel
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Exemplo de configuragdo (Outlook) - IMAP

Y_i! Add Account *

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings

Your Name: sy ‘We recommend that you test your account to ensure that
) the entries are correct,
Email Address: aaa@it.artelecom.pt

Server Information

Test Account Settings ...
Account Type: IMAP

Automatically test account settings when Next

Incoming mail server: imap.artelecom. pt is clicked

Cutgoing mail server (SMTPE: smtp.artelecom.pt
Logon Information

User Name: aaa@it.artelecom.pt

Mail to keep offline: All
Password: HREEE A

Rememberpassword

|:| Require logon using Secure Password Authentication

SPA
(5PA) Maore Settings ...
< Back Cancel Help
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(A Internet Email Settings x

General Cutgoing 5erver  Advanced

Py outgoing server (SMTPF) requires authentication
@ Use same settings as my incoming mail server

D Log on using
lser Mame:
Passward:

Remember password
Require Secure Password Authentication [SPA)
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(A Internet Email Settings >

General Outgoing Server Advanced

Server Port Mumbers

Incoming server (IMAF): Use Defaults

Use the following type of encrypted connection: | Mone 4
Qutgoing server [SMTF):

Use the following type of encrypted connection: | Mone w

Server Timeouts
Short @ Long 1 minute
Folders
Root folder path:

Sent ltems
|:| Do not save copies of sent items

Deleted ltems

|:| Mark items for deletion but do not move them automatically

ltems marked for deletion will be permanently deleted when the
items in the mailbox are purged.

Purge items when switching folders while anline
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Exemplo de configuragdo (Outlook) - IMAPS
[ Add Account *

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information Test Account Settings
Your Mame: ARA We recommend that you test your account to ensure that

) the entries are correct,
Email Address: aaa@it.artelecom.pt
Server Information

Test Account Settings ...
Account Type: IMAP o~
: ; Automatically test account settings when Next
Incoming mail server: imap.artelecom.pt is clicked ¥ g
Cutgoing mail server [SMTF): smtp.artelecom.pt
Logon Information
User Name: aaa@it.artelecom.pt
Mail to keep offline:  All
Password: et '
Remember passwaord

|:| Require logon using Secure Password Authentication

SPA]

(5PA) Maore Settings ...

< Back Cancel Help
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(B Internet Email Settings X

General Cutgoing Server  Advanced

My outgoing server [SMTF) requires authentication

@ Jse same settings as my incoming mail server
DLng on using

lser Mame; | |

Pazsword: | |

Eemember password
Require Secure Password Authentication [SPA]

ok | cancl
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(D Internet Email Settings >

General Outgoing Server Advanced

Server Port Mumbers

Incoming server [IMAF): Use Defaults

Use the following type of encrypted connection: | 55L/TLS w

Outgoing server [SMTF}:

Use the following type of encrypted connection: | Mone e

Server Timeouts

Short L] Long 1 minute

Folders
Root folder path:

Sent [tems
|:| Do not save copies of sent items

Deleted ltems

|:| Mark items for deletion but do not move them automatically

ltems marked for deletion will be permanently deleted when the
items in the mailbox are purged.

Purge items when switching folders while anline
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Exemplo de configuragdo (Thunderbird) - POP3S

Definigdes do servidor

Tipo de servidor: Servidor de correio POP

Mome do servidor: [pu:up.arteleu:u:um.pt Porta: 935 7| Predefinida: 995

Mome de utilizador: | rchen@it.artelecom, pt

Definigées de seguranca
Seguranca da ligagdo |SSL.-'"I'LS Vl

Método de autenticacdo | Palavra-passe normal

Servidar SMTP >

Definigdes

Descrigdo: |

Mome do zervidor: | smtpg.artelecnm.ptl

Porta: 25 3| Pré-definido: 587

Autenticacdo e seguranga

Seguranca da ligagdo: |STAR LS ~‘-"|

Método de autenticagdo: | Palavra-passe normal ”|

Mome de utilizador: |rchen@it.arte|&c-:um.pt |

oK Cancelar
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7 Migragao contas Mails

Devemos user um cliente de email Thunderbird por exemplo e fazer login com as 2 contas.
Exemplo o mesmo email com 2 caixas de correio diferentes por serem 2 servidores de email

diferentes.

+ MNova conta

> [B& mail from zimbra
> [E& mail from Cpanel

» B3 Pastas locais

& outgoing Server

Ainda com emails na conta co zimbra, devemos selecionar todos e mover para a pasta

destino da conta do cpanel.
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Podemos verificar que agora temos os 4 emails nao lido do lado da conta do Cpanel.

= mall from zimbra

E4 Cams de entrada

8 Contactos e suporte

O suporte técnico é um recurso essencial para garantir a correta utilizagdo da plataforma
de hosting de email no cPanel. Em caso de duvidas, dificuldades de acesso, problemas
técnicos ou qualquer questdo relacionada com o servi¢o, a Ar Telecom disponibiliza

diferentes canais de contacto para suporte imediato.

Hordrio de Atendimento
O apoio técnico estd disponivel 24 horas por dia, 7 dias por semana, garantindo assisténcia

continua sempre que necessdrio.

Canais de Suporte
e Email: suporte@artelecom.pt

e Telefone: 800 303 303
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